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Introduction

The EnviroRAMM control unit has been designed to control and monitor the environment and
operation of the EnviroRac infrastructure.

These operations include the following:

1.

User access control
User access is controlled by using PIN and OTP login. Once authorized, the user
can control the EnviroRac functions from the touch screen.

Doors may be opened from the system control panel or manually with the front
panel mounted key switch.

Lighting

Down lighters are installed in the unit above the front and rear doors of each
cabinet section. These lights are automatically turned on when the doors are
opened or can be controlled from the system control menu.

Environmental metrics
The temperature and humidity within the environment is measured and
monitored. These metrics are also displayed on the main status panel.

Fire detection and control

A built in fire detection and control system is installed. Fire and smoke is detected
by two ionising detectors installed in the environment. Both detectors must be
triggered before any fire control action is taken. Fire protection is provided by a
FM200 gas cylinder.

Manual/Automatic fire control is provided by a front panel mounted key switch.

A yellow call point, mounted on the front panel, provides manual gas release
capability if required in an emergency.

When the gas release is activated the air conditioning system is automatically
power off by tripped the power supply circuit breaker using a shunt circuit.

Image recording

A web camera mounted in the front panel is used to take snapshots upon user
login and physical rack access. These images are recorded in a system event log
and can be viewed from the touch screen.

Air conditioning monitoring
The run time of the air conditioning units is monitored and support personnel are
informed when maintenance is due.

Alert reporting

Standby personnel are configured in the system by category of alert to be
reported. Any detected alerts are reported to the configured support personnel
using a combination of SMS, Email or SNMP.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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10.
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Event logging

All system events and alerts are logged in self maintaining log files which can be
displayed from the touch screen.

Alarm log : Records all alarm conditions, such as mains power failure.

SMS log: Records all SMS messages sent and received by the EnviroRamm.
Event log: Records all login and system events detected by the system.

Configuration
Configuration information is required by the system to operate correctly. This
information is entered in the configuration dialogs using an on-screen keyboard.

Physical security

The EnviroRac enclosure doors are secured using magnetic locks controlled by the
EnviroRamm control unit. When the doors are closed, the magnetic locks are
energised, securing the doors. Upon issuing the instruction to open the doors, the
magnetic locks de-energise. The front and rear doors are controlled together for
each enclosure. A front panel mounted key switch overrides the control unit
operation of the door. The switch should normally be in the closed position.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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EnviroRAMM status display
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The above display represents the status screen of the EnviroRac display when no users are
logged in.

The main display areas include all the alarm status LED’s, Temperature and Humidity meters
and the camera image.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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Alarm Status LED description

The alarm LEDs display the following warnings:

Green when the condition it represents is normal.
when a exists.

Red when an alarm condition is present.

The table below describes each LED. This describes the condition which exists when the
relevant LED is either in a red or a yellow state.

Legend Description Severity

Temperature A high or low temperature condition exists. Critical

Humidity A high humidity condition exists. Critical

Fire A fire alarm condition exists and the fire extinguisher has Critical
been activated.

Fire control Fire control key switch on the center panel is set to manual. | Warning
The fire system is therefore disabled.

Mains failure Mains power supply has failed. Critical

Door override Door override key switch on the centre panel is set to open. | Warning
The doors are therefore not locked.

Communications | A communications error exists. Critical
One or more of the following conditions exists:

e Communication error with the SMS unit.

e Communication with the internal Digital I/O unit.

e Communication error with internal server program.
See troubleshooting guide.

Panel disabled The display panel is disabled and no operation is possible. Warning
This is caused when three successive logins have failed.
The panel re-enables automatically after 3 minutes.

Fans on Roof top fans have been activated. This is done when a Warning
temperature or humidity alarm has been detected or they
have been activated using the system control panel. In
humid environments, the fans will run continuously to expel
latent humidity from the rack.

Lights on The lights in the rack are on. Warning

Doors open The rack doors are open. Warning

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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System login procedure
The system can be configured in two modes of operation.

PIN only
Access will be granted when a valid PIN number has been entered.

Access code

Access is granted when a valid PIN number has been entered and the user enters a valid
access code, or OTP (one time passcode), which is sent to the user via SMS. This access
code is randomly generated by the system and is only valid for three minutes. If the access
code is not entere, or entered incorrectly, login is refused.

Three unsuccessful login attempts will cause the panel to be disabled for three minutes.

All login activity activates a snapshot, taken by the camera and logged to the system event
log. Access violations are reported to standby personnel. Standby personnel can also be
informed of any login activity.

Access right levels

The access control system uses a user table of defined users who have associated access
rights to the system.

Four access right levels exist and the access seniority determines which operation may be
performed by each user.

Access rights Description

Operator Display logs

Technician Display logs and open doors
Supervisor Display logs, control rack operations
Administrator All operations

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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System users
Each user has the following information stored in the table.

Field Description
User ID A unique ID assigned to each user
Surname Surname of the user
Christian names Christian names of the user
Access rights level Operator

Technician

Supervisor

Administrator
PIN Number Unique PIN number associated with this user
Mobile number Mobile number of the user
Email address Email address of the user

See the section on user definition on how the user table are defined and managed.

IMPORTANT NOTES:

1.

2.
3.
4.

o

® N

Only users with Administration access rights can alter settings and configure the user
and standby tables.

At least one administrator must be defined on the system.

The system when shipped is configured for PIN only operation

The default Administrator PIN number is 12345. This MUST be changed upon first
use of the rack.

Once all administrators and users are defined the default users must be deleted.
Records should be kept and the keys should be retained in a safe place to ensure
continued access into the rack.

Each user should be assigned a unique PIN number.

PIN Numbers should be at least four digits in length.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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PIN Only Login Procedure

EnviroRAMM system controller is accessed by pressing the 9‘1 button in the right/bottom of
the status display.
The following dialogue is displayed:

FAccess control

Enter pin number

2006/08/21 15:24:08 Bla ¥

Enter your assigned PIN number, followed by the # key.

The user table is scanned for a user entry with a corresponding pin number.

If the PIN is validated by the system, access is granted and the appropriate buttons and
controls are displayed at the top of the interface, along with user information on the main

screen.

Notes:
1.
2.

3.
4.

The status display will appear momentarily while a snapshot is taken and recorded.
This process can take some time (35 seconds) if the camera is not installed or not
functioning correctly.

If no corresponding PIN is found the display reverts to the status display.

Three consecutive login errors will disable the panel for three minutes during which
operator input is ignored.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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Access Code Login Procedure
Perform the steps described above for PIN only login.

modrac

Once complete the information identifying the user is displayed as shown in the dialog

below.

Access control

i Login information-

User name
IBiII Murray

Autharity

|+2?926658877

2006/08/21 15:24:08  Bill Murray

|Administrator

The EnviroRAMM unit will generate a unique OTP (one time passcode) and SMS the code to
the designated mobile phone number. The double security access (PIN and OTP) ensures

that only authorised personnel have access to the system.

The user should enter the access code followed by the # key.

The logged in dialogue is displayed as described above with the toolbar.

Notes:

1. The status display will appear momentarily while a snapshot is taken and recorded.
2. This process can take some time (35 seconds) if the camera is not installed or not

working properly.

3. The access code may only be used once and a new one is sent at every login.
4. The access code is only valid for three minutes after which the panel reverts to the

login status panel.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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User access rights table

The following matrix displays the capabilities of each user rights level:

modrac

Operator

Technician

Supervisor

.
(=]
whd
©
-
fre)
4
=
£
©
<

Switch screen mode to access windows No No No Yes
Stop the EniroRAMM program No No No Yes
Open and close doors No No Yes Yes
Gas release No No No Yes
Set access delay No No No Yes
Control siren No Yes Yes Yes
Define users No No Yes Yes
Define standby No No Yes Yes
SMS send facility No Yes Yes Yes
Display event and alarm log Yes Yes Yes Yes

Yes Yes Yes Yes

Display who is logged in

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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System Status Display After Login

Once login is complete the toolbar appears at the top of the screen.
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The figure below details the various buttons as well as the functions they perform.
The figure represents the toolset available to an administrator. A lower user level will display

fewer buttons.

Qawli[di & ~ &

L Windows minim:lise
S5tandby management
System configuration

User table

Event log

System control and status

Door control

5MS log

Alarm log

Logged in user

Systemn Status

Button

Function

System status

Display system status screen
Meters and camera.

Logged user

Information about currently active in user.

Alarm log

Display the alarm log.

SMS log

Display SMS message log.

Door control

Access door control panel
Open and close doors.

System control and status

Access the system control display.
Control system functions.

Fire control settings.

Lights control settings.

Fans settings.

Display status of the communications
elements.

Event log

Display event log.

User table

Access system user table
Manage user table.

Add new users.

Delete users.

Edit existing users.

Send SMS messages.

Configuration facility

Configure system settings.

Standby management

Associate alert categories to the users who
should be informed.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
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EnviroRAMM Configuration

~Unit settings
Unit name IEnviroRac
Server |IP address |Iocalh05t

—Master settings

Mail server |P Address I
Country code |2'." Pin login only W

Login timeout |3 d Minutes

Cooling plant settings $ ‘ Flash panel on alarm T

Optional alarms Site logo
Mains failure r ey
Aircon’settings Underfloor water I m
Rack configuration Logo filename ' i
g Alarm handling Customer
settings

logo selection

—Rack configuration setting

On screen keyboard

|
Qfw]E[R]T]v]u] I fo]P
060600000 000
808000008y VOO0
G « 000

< Save | @ Quit | ]— Save and Quit buttons

Purpose
This dialogue is used to configure master settings for the RAMM unit in order for the unit to
function correctly.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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The areas on the display describe their functions.
Some areas are clicked to access an underlying dialog.

Area Description

Snow flake image Air conditioner monitoring and maintenance settings.

Customer logo Configure customer and product logo(s).

Rack configuration Click on the rack image to change from single to double.
Every click changes the image to the rack configuration.

The following table describes each input field and its function.

Field

Description

Unit name

Unique name for this EnviroRac
This name is included in alert messages sent
to standby personnel.

Server IP address

Address where controlling EnviroRAMM
server is installed.

This field must always be ‘/ocalhost
Any other value may cause the system to
stop working. Login process will no longer
work.

Mail server IP address

The IP address or host name of the
Exchange server used to send Email to users.

See section on ‘Networking EnviroRac’
This field should be left blank if Email is not
used.

Country code

Dialing code of the country where system is
installed.

Eg.

44 UK

27 RSA

31 Netherland

The information contained within this document is confidential. The contents of this document may not be disclosed to third

parties without the written consent of Modrac (Pty) Ltd.
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Login timeout

Amount of time from the start of a login
procedure that the system will wait before
login is abandoned.

The setting of three minutes is usual, but
where slow SMS messaging is experienced,
the time may be extended.

Flash panel on alarm

When an alarm is active the area around the
Alarm LED’s on the system status display is
flashed in red when this option is enabled.
The flashing is reset by clicking on the area
of the display.

Option alarms

Two option alarms are provided which may
or may not be monitored in a particular
environment.

Mains power

Mains power failures can be monitored and
reported

Under floor water

With the additional sensor, under floor water
can be detected and reported.

Check the alarm which requires monitoring.
LED's will be added to the System Status
when monitoring is enabled.

Rack configuration

Configures the number of rack modules
installed in the EnviroRac system.
Valid configurations are

Single
Double
Triple
Quad

Click on the image and it toggles to the next
available configuration.

This setting must correspond to the rack
being configured.

The information contained within this document is confidential. The contents of this document may not be disclosed to third

parties without the written consent of Modrac (Pty) Ltd.
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Air conditioner settings
The system monitors the run hours of the air conditioner units for maintenance purposes.
Maintenance reminders are sent to designated standby personnel when maintenance is due.
This is based on a regular defined interval or when a unit has run a predefined number of
hours, whichever occurs first.

Note:

modrac

Once maintenance has been performed the maintenance reset button must be pressed to
reset the condition.

The dialog below is used to define these settings.

—Cooling plant configuration

rAir conditioner configuration

< None  Single  Dual « Triple * Quad
rCooling system set points
Temperature Humidity 24
Maximum |22 il ’76 il
Minimum |6 il ’1 6 él Maintenance performed
Band |3 il ’3 él

rCooling unit 4 maintenance

Service interval |12 : Months Run time |2000 3: Hours
rCooling unit 1 maintenance
Service interval |1 2 3: Months Run time |4000 3: Hours
rCooling unit 3 maintenance
Service interval |1 2 3: Months Run time |2000 3: Hours
Cooling unit 2 maintenance
Service interval |1 pd 3: Months Run time |2000 3: Hours

‘ / Save| @ Quit |

The EnviroRac can support up to four air conditioner units.
The number of units must be selected and then the settings configured for each unit.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.

Dated: 05 August 2009

Revision: 1.2

Page 17



modrac

Customer and product logos

The system provides two areas on the system status display to customise logos. The logo at
the top is usually configured by the installer.

The second area can be used to display the customer’s organisation logo or any other image.
The image must be a bitmap file and must be stored on the local C drive in a folder.

It is recommended that images are stored in the c:\Enviro\Client\Images folder.

Once the bitmap file has been copied to the hard drive the logo area is clicked to configure
the active file.

This dialog is also accessible by clicking on the logo area on the status display.

The files should not be too large. The stretch option is available to fit the image in the
available area.
—Logo picture selection

=c

=X
= Frwiro

& Client

01 Archive
3 Files

8 Images
8 Logs

3 Pictures
01 Samples
£3 Statistics
8 Termp

rLogo and product images
rLogo file selection
Filename  |[cAErvirciClientimagesiHoruzi bmp

Stretch logo image T

< Apply | @ quit
Product image |

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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Copying logo files

The bitmap files can be copied by placing them on a flash disk. The camera may be
temporarily removed from its port for flash drive insertion.

The files can be copied using Windows Explorer on the desktop.

Once the camera is re-inserted it should automatically become active after two minutes.
If not a power on reset of the unit should be performed.

Configuring logo files

The “Product image/Logo Image” button toggles between the two images being configured.
The folder where the image files is located is selected using the directory outline at the top
left of the display. Click on the folders until the required folder is selected. The window on
the right will contain all the available bitmap files in the selected folder.

Click on the required file name.

The file will be loaded and displayed in the configuration area. The stretch option can be
checked to fit the image to the window. If the aspect ratio is not correct, adjust the image
using a tool such as Paint.

Once the configuration is complete press the apply button to save.

The table below indicates the aspect ratios of the logo file types.

Logo type Ratio Width : Height
Product 12:1
Customer 3:2

Saving configuration settings
Once all required settings have been configured the save button is used to save and activate
the configuration.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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User List

The primary user definition dialog is the User list which is displayed in spreadsheet style.
All defined users are listed.

~User list

1D | Sumare | Names | Authorty | Mobile
ADMIN  Administrator EnviroRAMM - Administrator

FOTESH Potgister Andre Adrninistrator 0847585545

2l lzle

The five buttons on the right are used to select the required operation.
The figure below describes there function

[ | Add new user

Edit selected user
Copy selected user
% | Delete selected user

T—E Send SMS messages

Each user definition describes the access level the user has to the RAMM unit and how the
user is contacted.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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User information entry dialog
User information

User ID

Surname

Mobile number

|
|
Names |
|
EMail address |

Confirm
PIN Number |
Access level
« Operator  Technician ¢ Supervisor ¢ Administrator

Q[w]E[R]T[v[u]ifofp i ¥2]s
0006000006 000
+80000008+ OO
G <« 000

Save | @ Quit |

Description

The following fields are available:

= User ID: A unique user ID for the user

= Surname: Surname of the user

= Names: Christian names of the user

= Mobile number: Cell phone number for the user

= Email address: Email address of the user. Leave blank if Email is not required.

= PIN Number: Enter a unique pin number for the user. This pin number is used to log
into the RAMM unit.
The pin number must be unique. A warning will be issued if the pin number already
exists.
The pin number must be re typed in the confirm field.

= Password: The password field is used to control access of users in a RARS server
network.

= Access level: This determines which functions the user can perform on the RAMM unit.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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Standby Category List

-otardby configuration

Name | Description | Recipierts
AIRCON Alr conditioning alerts. ADMIN
FIRE Fire alerts ADMIN
MAINTENANCE Manntenance alerts  ADMIN
RAMM ErviroRAaMM glerts.  ADMIN
SECURITY Security alerts ADMIN

This dialogue lists all alert categories which are used to send SMS notifications of errors to
standby personnel.

Alert categories

Each category can contain up to 16 recipients who should receive SMS notifications should
an error or an exceptional event in the category be detected.

Alert category Description
ACCESS All successful access activity is reported
Logins, PIN retries, Door openings, Light control
AIRCON Temperature and humidity alerts
FIRE Fire alerts and fire control settings
MAINTENANCE Air conditioner maintenance alerts
POWER Mains power failures
RAMM Internal RAMM errors. Must be reported to supplier.
SECURITY Security access violations.
TOD Time of day alerts
WATER Underfloor water alerts

Each alert category can contain a list of up to sixteen users who will be informed when an
alert for the category is reported.

To modify a standby category, click on the category in the list. This displays the following
dialog.

The information contained within this document is confidential. The contents of this document may not be disclosed to third
parties without the written consent of Modrac (Pty) Ltd.
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—Standby configuration
D |Sumame |Names- |£ Standby category
ADMIN - Administrator  ErviroRAMM £ IAIRCDN
POTESH Potgieter Ardre £ Description
IAir conditioning alerts
Recipients
ADMIN
POTESH
G Bl o Apply| @ it | ;‘?C—\eaﬂ
Purpose

This dialogue edits the standby personnel list of a selected standby category.

The panel on the right displays the details of the standby category.

It also contains the list of recipients who will be informed.

Only the recipients list can be manipulated.

To add a user to the list, click on the desired user in the list on the left.
To clear the list to press the Clear key at the bottom of the screen

The Quit key returns to the standby category list without saving

The Apply key saves the defined standby category entry

The information contained within this document is confidential. The contents of this document may not be disclosed to third

parties without the written consent of Modrac (Pty) Ltd.
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SMS Direct facility

USer st
10 | Surnams | Narmes |Au‘rhor\1y | Mobile
ADMIN - Administrator EnviroRAMM - Administrator
FOTESH Potgister Andre Adrministrator 0347585645
User list
SHS ATty
Mobile nurmber  INPUtcontrols — Recipients
B
Message Recipients

14 Send | @ auit |

QIWIEIRIT]¥]Ju] i Jo]
0006GO0DOB0 0600
+00000000% 000
>GNNS « O

Keyboard

The SMS direct facility enables users with the authority level of Technician and above to
send SMS messages direct from the EnviroRAMM display.

Access
The SMS Direct facility is accessed by pressing the users £ button in the toolbar.

Press the SMS | B button on the button list on the right.
This opens the SMS direct panel at the bottom of the display.
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Operation

The facility enables the user to enter an SMS message to be sent using the onscreen
keyboard. The recipients of the message are added to the Recipient list by selecting them
from the User /ist displayed at the top of the dialog.

All messages which were sent by the user are added to a message list which is displayed by
clicking on the drop down button of the message field. Each message that is sent is added to
the drop down list if it does not already exist. The user may select a previously sent message
to send by selecting it from the drop down list.

The setting for the SMS Direct dialogue is archived for each user and is restored when the
SMS direct facility is selected.

In addition fields are provided to enable the user to enter mobile numbers which are not
present in the User list. This function is only allowed for user with the authority level of
Supervisor and higher.

Once the message has been composed and the recipient list populated the send button is
pressed to send the message.

To close the SMS direct facility press the Quit key.

Dialogue composition

The dialogue is composed of four distinct areas.

Area Description

Recipients The recipient list consists of the intended people to whom the message
will be sent. A copy of the message will be sent to each member in the
list when the send button is pressed.

User list List of users from which recipients can be selected

When pressing on a user entry in the user list it is added as a member of
the recipient list who will receive a copy of the message.

Input controls The input controls are used to input the message, compose the recipient
list and to send the message.
Keyboard The keyboard is used to input the message and optional mobile numbers.

The buttons in the dialogue have the following functions.
Button Function

Adds the number which was entered in the Mobile number field into the Recipient
list if it does not already exist.
Send message entered in the Message field to all members of the Recipient list

2
our]

Close the SMS direct facility and returns to user list functions
[ ] Clear all members of the Recipient list
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Using the onscreen keyboard
The onscreen keyboard is very easy to use with large key areas for easy operation.
Some special keys are provided for cursor control. They are indicated on the figure below.
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Space bar Backspace
Field
Tab 5 hift-I keys
Shift keys

Shift is controlled by pressing the shift button. The state of the keyboard shift is indicated by
the image on the button. Arrow up is uppercase. Arrow down is lowercase.

Pressing any shift key toggles between the shift states.

Backspace

When pressed the last character in the selected input field is removed.

Next Field Tab

Pressing this key will move the cursor to the next available input field.

Text fields are not selectable with this key.

To operate non-text fields press on the field. This selected the required field.
To enter information in a field click on the field to be selected and then use the keyboard to
input the text.
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System configuration tasks

H N

Login with the default PIN 12345. This provides Administrator access
Select settings
Enter a unique name for the Rack. Leave the Server IP Address as localhost.

Enter Email server IP address. See section Network attachment for
details on how the unit is attached to a network. Leave blank if no Email is used.
a. Enter the relevant country code.
b. If Mains power is being monitored check the Alarm Options Main Failure check
box.
c. If an underfloor water sensor is attached and being monitored check the
Alarm Options Underfloor Water check box
d. Ensure that for now Pin login only is checked. This option can be changed
later when all users have been added.
e. Select correct Rack configuration.
f. Press Save

Select User List
a. Add all the users who will have access to the system.

b. Ensure that each user has a unique PIN number and User ID and that this
information is recorded in a secure place.

c. Once all users have been entered it is recommended that the defaults users
are deleted for security purposes.

d. Also ensure that at least one user with Administrative rights is defined.

e. There is no hardcoded entry into the system and it will not be possible to access
the system if the Administrator access is not defined and recorded. Manual Door
Override will be required to access the system.

Select Standby List
a. Associate the personnel to be informed for each Alert category

Test SMS unit
a. Ensure that the SMS unit is connected and that a SIM card has been installed.
b. Check on the System Status display that the SMS unit is ready
c. Go to users and SMS Direct to send a message
d. Send a message to an available mobile phone and check that the SMS is

received.

Enable Access Code login if required in system settings.

Check that system operates correctly
a. Access Door Control and open and close doors. Note that the lights must

turn on when doors are opened and off when doors are closed.
b. Access System Control and switch lights on and off
c. Check that the three status indicators are normal.
i. SMS link status should change with Ready being the common
status
ii. Server connection status should be Ready status
iii. Digital Control status should be Ready
d. Access System Status display
i. Ensure that all LEDs are green except possibly Door Open.
ii. Check that camera is displaying the expected image

10.0nce all checks are performed logout
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Network attachment

The RAMM unit has an internal network which consists of a network switch connecting the
Digital I/O Unit and the Windows computer. The front panel LAN connector can be used to
connect the EnviroRAMM unit to a network.

Some aspects must be considered.

The internal network is configured as in the table below.

Device IP Address Subnet mask Default gateway
Computer 10.0.0.200 255.255.255.0 10.0.0.1
Digital I/O Unit 10.0.0.210 255.255.255.0 10.0.0.1

Two options may be adopted to connect to a network
1. Add another IP Address to the Windows LAN Connection where the above addresses
to not clash with the parent network.
2. Change both the Windows LAN Connection and Digital I/O Unit addresses to
addresses suitable for the parent network. Both addresses must be static.
The procedure used to achieve this is documented below.
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Default RAMM Network Addresses do not clash with network

Where the network addresses do not clash with the network to which the RAMM is to be
connected they should be left as is and the Windows computer LAN connection can be
configured with an additional IP address to be used on the parent network.

Use the standard Windows dialogs to achieve this.

Add another IP address to the LAN connection which matches the parent network.

Do not configure the LAN connection for DHCP operation as this will prevent the system
communicating with the Digital I/O unit and the system will not operate correctly.
Follow the procedure as outlined below

Close EnviroRac program to activate Windows desktop

Open Windows Control panel from the start menu

Select Network Connections

Select the LAN Connection

The following dialog is displays

f..L 2 x|

General | Authentication | Advanced

Connect using:

E@ |ntellR] 825660 C Gigabit Metwork Co

Thiz connection uzes the following tems:

S SMIFFER Protocal Driver L
S Metwark, Maonitar Driver
S Internet Protocol [TCPARP)

£ *

[ [nztall... ] [ Froperties

Drezcription

Tranzmizzion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

Show icon in notification area when connected
I atify me when this connection has limited or no connectivity

[ ]9 ] [ Cancel

Select Internet Protocol (TCP/IP)
Click on Properties
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The following dialog is displayed

Internet Protocol (TCP/IP) Properties

General

Y'ou can get IP zettings azsigned autormatically if your network, supparts
thiz capability. Othenwize, you need to azk your network, adminiztrator for
the appropriate [P zettings.

() Obtain an IP address automatically
{(®) Use the follawing IP address:

IP address: L0 .0 .0 . 200
Subnet mask: | 255 . 255255 . 0 |
Default gateway: | m. o .0 .1 |

Obtain OMS zerver addresz automatically
(%) Usze the following DMNS zerver addreszes;
Preferred DMS server: | w o 0 1 |

Alternate DMS server | . . . |

[ O ][ Cancel ]

Click on Advanced
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The following dialog is displayed

Advanced TCP/IP Settings

IP Settings | DNS | WINS || Options |

IP addreszes

IF addresz Subnet magk
10.0.0. 200 2RR.2BR 2550

| add. || Edt. || Remowe

Drefault gateways:

(3 ateway ket
10.0.01 Automatic

| add. || Edi. || Femove

Atomatic: metric

|nterface metic: I:I

[ aF, ] [ Cancel

In the IP Addresses box click on Add
he following dialog is displayed

TCP/IP Address

IP address: | 192.168. 0 . 100 |

Subnet mask: | 255.285. 0 . O |

| add || Cancel |

Enter the IP address information required for the parent network.
Press Add
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The list will display with the new address included as follows
IF Sefttings | DWS | wWINS | Options

IF addresszes
IF addresz Subnet mazk
10.0.0.200 2AR.285.2550
192.1658.0.100 2hh.255.0.0

ddd. || Edt. || Remove

Drefault gateways:

[3 atewway b tric:
10.0.01 Autarnatic

add. || Edt. || Remove

Autamatic metric

Save the network connection and connect the RAMM unit to the network.
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Default RAMM Network Addresses clashes with network
In this case both the Windows IP address and the Digital I/O unit IP address must be

changed.
First change the Digital I/O Unit as described in the procedure Digital I/O Unit configuration

In order to do this the RHIO Manager program must be used.

RHIG Mana...

The icon for this program is on the Windows desktop.

Once this is done change the Windows IP address using the dialogs as described above.
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Default Digital I/O Unit settings

The Digital I/O Unit must be programmed in order that the RARS server software can
communicate with the device.
The settings are as follows:

Settings Value

IP Mode Static

IP Address 10.0.0.210
Sub net mask 255.255.255.0
Default gateway 10.0.0.1

These settings should not be changed unless the unit addresses clash with the network to
which the EnviroRAMM is connected.

In this case the following procedure can be used to change the default IP address of the
RHIO unit.

The IP address of the windows server can be used using the standard Windows dialogs.
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D|g|tal I/O Unit configuration

Shutdown the client by logging onto the unit as an administrator and shutdown the client
program. Cross button to left of the camera image.

Windows desktop in displayed.

Close the RARS server program.

Start the Windows on screen keyboard.

Double clickthe Ww 1 L h  a icoyf dn ThEd¥sRtop.

uh W

=¥ RHIO Manager

File Device Wiew Help
Metwork j|;0 ﬁi|&ﬁ|@|ﬂ Ii'| 7 ||AII classes j|
Device Y | \ IP | AL | class | parameter | Walue
Mo Device is selected.  Select a device.
Probe
devices
< i =3
|[Ready [ Vi

¢CKS LINPAINIY RAALI I &a (ProkeDBVikcdf paziKiggyd8e® FANVA
device.

The following dialog displays the RHIO device. An uninitialized RHIO device has an IP address
of 0.0.0.0
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=¢ RHIO Manager

File Device Wiew Help

Metwork j|}c ﬁ|&'@|@|ﬂ @| 7 ||AII classes j|
Device class | parameter | Walue
----- A RHICLO Devi, ., 0.0.0.0 00 [Systemn Serial number RHIO0-0703001 76
1Swstem Firrnware revision Wi.4.4
ISystem Ethernet address 00-01-95-06-e0-1c
Jadmin User 1D admin
1admin Passwaord admin
Tadriin Device name RHID10 Device
1P IP mode DHCP
1P IP address 192,165.1.254
1P Subnet mask, 255.255.255.0
1P Gakeway 192.168.1.1
1P PPPOE Username
1P PPPOE Password pppoepwdpppoepid
THosE Host mode TCP Server
JHost Local port 6001
THost Destination IP 19z.168.1.1
IHost Destination port 1
THost Cwlic connection interval [min] &001
THost Inactivity timeout [sec] 49320

I/0 PORT CONTROL « Set up InpukfCutpubfADC porks

i | 1}

| &
| Ready I_,_I_ é'

The window on the right contains the settings for the RHIO device.

Double click on the line entry in the left window to select the device.
The following login dialog is displayed.

Enter Device Password

Incarrect password or unknowr [0 for the device : Ok |

[ RHION0 Device |
Cancel I

Connect s I

Paszward: I

Enter the user id and password.

UserlD: admin
Password: admin
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Enter Device Password

Incomect password or unknowr 1D for the device Ok |
[ RHION0 Device |
Cancel I
Connect As: Iadmin
Faszword: I
t NBGk@ ovdzii 2y G2 t23Ay G2 dzyAd

The settings are changed as follows

=¢ RHIO Manager

File Device Yiew Help

Network j|;@ ﬁl& @|@|E @| ? ||AII classes

=]

||Ready

|

170 PORT CONTROL & Set up Input/COutputfADC ports

Device class | parameter | Yalue
i'; RHIOI0 Devi. . O0:01:95:05:E0: 1C i FowEE Serial number RHIO 10070300176

15ystem Firmware revision Y1.4.4
1System Ethernet address 00-01-95-06-e0-1c
Jadriin User ID adrnin
Jadmin Password admin
Jadmin Device name RHIOL0 Device
1P 1P mode skatic ip
1P IF address 10.0.0.210
1P Subnet mask 255,255,255.0
1P Gateway 10.0.0.1
1P PPPOE Username
1P PPPOE Password pppoepwdpppospid
JHost Host mode TCP Server
THost Local port &0l
IHost Destination IP 192.1658.1.1
THost Destination pork 1
THost Cylic connection interyal [min] &001
JHostE Inactivity timeout [sec] 49320

I £ AO1 IPPmAde&ll K2SLIMA 2 v
Select Btatic I”Ffrom the drop down menu

YPaddres$? enter 10.0.0.210 as default or the required value

Bubnet maskx; enter 255.255.255.0 as the default or the required value

WBatewayx, enter 10.0.0.1 as the default or the required value.
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W[ 2 Ol ¢ mustk2maln 6001
Once all settingshaved SSy Sy i SNBR LINB &
2L 2F GKS RAaLXtlLe&e FyR ast

CKS F2tf2gAy3 LI Lz RAVeR2AWI WNB | RAARWFI &

Set Confirm |E|

& You are to update parameter values !

Do you want to continue ?

Yes | MNo

Reboot Confirm |E|

& Parameter values updated !

*'ou have to reboot device([s] to apply changes.

Do you want to reboot device[s] now?

Yes | No |

Reboot Confirm |E

& You are to reboot the device[s] !

It makes device[s] sleep somewhile.

Do you want to reboot device[s] now?

Yes | MNo |

Shut down completed!, Mow rebooting. ..

(0].4 |
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Press the probe button again to verify that the changes have taken effect.
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=¢ RHIO Manager

File Device Wiew Help

| Ready

|

INetwurk j|;ﬂ ﬁl&@|@|ﬂ @| 4 ||AII classes j|
Device s | IP | TAC | class | parameter | Walue
----- @ RHIO10 Devi. .. 10.0.0.210 00019508 ENLC | fSystem Serial number RHIO10-070300176
ISystem Firrnare revision W1.4.4
1Swstem Ethernet address 00-01-95-0&-e0-1c
Jadmin User ID admin
Jadmin Password admin
1admin Device name RHIO10 Device
1P IP made static ip
1P IP address 10.0.0.210
1P Subnet mask 255,255.,255.0
1P Gakeway 10.0.0.1
1P PPPOE Username
1P PPPOE Password pppoepwdpppoepind
THost Host mode TCP Server
IHost Lacal part 6001
JHost Destination IR 192.1658.1.1
THost Destination port 1
IHost Cyclic conmection interval [min] 6001
JHost Inackivity timeout [sec] 49320

1/0 PORT CONTROL & Set up Input/Cutput/A0C ports

The RHIO IP address in the left panel should be updated to the value entered.

This concludes the programming of the RHIO unit.

[ t2as
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LCD Touch screen calibration

The LCD display may need calibration in order that the touch operation works properly.
On the Windows desktop an icon exists by the name of TouchKit

Start this program

The program will indicate the controllers found which should be on COM1 and 5 Wire.
Press the Calibrate button.

A blank screen is displayed with a cross in the bottom left of the screen.

Press and hold on the cross until the unit beeps and the cross move to the right hand
bottom corner.

Repeat this until all corners have been pressed.

Ensure that you press exactly on the cross.

Once this is complete the calibration information is written to the controller the program
screen is displayed.

Calibration sequence has been completed.

Close the program
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Trouble shooting

System will not login.

Message Requesting Access Code is displayed

No information about the user is displayed after PIN was entered.

Cause

The client program cannot communicate with the server program. Server address in settings
has been changed from /ocalhost

The LAN Connection is not operation

Touch pointing not accurate.
It is difficult to select options.

Cause

The LCD display touch screen controller is not calibrated.

Fix

Perform LCD calibration as described in the section LCD Touch screen calibration

SMS messages not sending.
There is a break in communications between the rack and the intended recipient.

Cause

One of multiple possible faults:

The IP address of the rack has been changed from the default.

The GSM modem has been unplugged.

The GSM modem is not communicating with the EnviroRamm correctly.
There is no valid SIM card in the GSM modem.

There is no available credit on the prepaid SIM card.

The SIM card has an existing PIN number.

ounkhwnNnE

Fix

1. Resolve this by reverting back to the original IP address, and adding the new IP as
an additional address (see Network Attachment)

2. Ensure that the GSM modem is plugged into the uppermost USB port on the
EnviroRamm.

3. Check the status of the modem by navigating to the standby screen of the EnviroRac.
If the unit reports “ready”, then the communications systems are up and running.
Should the unit report “wait port” or “wait EOM” then you should check that the
modem is plugged into the uppermost USB port on the EnviroRamm. Should this not
resolve the issue, contact support@modrac.co.za

4. Insert a valid, PIN free SIM card into the GSM modem.

5. Add prepaid airtime/credit to the SIM card. This can be done through internet
banking or by removing the SIM card and using a mobile phone to apply the credit.

6. Remove the SIM card from the GSM modem and insert it into a mobile phone. Use
the phone’s security settings to disable the PIN code.

For all other technical queries, contact your reseller, or support@modrac.co.za
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